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Enrollment No: Exam Seat No:

C.U.SHAH UNIVERSITY
Winter Examination-2015

Subject Name: Computer Security

Subject Code: 2TEO5CSE1

Semester: 5 Date: 02/12/2015 Time: 2:30 To 5:30 Marks: 70

Instructions:

(1) Use of Programmable calculator & any other electronic instrument is prohibited.

(2) Instructions written on main answer book are strictly to be obeyed.
(3) Draw neat diagrams and figures (if necessary) at right places.
(4) Assume suitable data if needed.

Branch: Diploma (CE)

f)

9)

h)

Attempt the following questions:
The Plain text is converted in to cipher text this process is called

A) Encryption. B) Decryption.

C) Both A and B. D) Cryptography.

The Cipher text is converted in to Plain Text is called
A) Encryption. B) Decryption.

C) Both A and B. D) Cryptography.

What is the Full Form of VPN?

A) Virtual Public Network. B) Virtual Private Network.
C) Both A and B. D) Virtual Personal Network.
What is the Full Form of SSL?

A) Secure Socket Layer. B) Secure Session Layer.

C) Both A and B. D) None of Above.

What are the Symptoms of Computer Virus?

A) Slow Computer Performance. B) Frequent Computer Crashes.

C) Both A and B. D) None of Above.
Which of the Following are the types of Biometrics devices?
A) Hand Scanner. B) Finger Scanner.

C) Face Scanner. D) All of Above.
What is the use of Password?
A) For User Authentication.  B) To Prove Identity of User.

C) Both A and B. D) None of Above.
IS to protect data and password.
A) Encryption. B) Authentication.

C) Authorization. D) None of Above.
Which of the Following are types of Attacks?
A) Trapdoor. B) Backdoor.
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C) DOS. D) All of Above.

j)  What is the Full Form of NIDS?
A) Network Intrusion Detection System.  B) New Intrusion Detection System.
C) Network Intrusion Deletion System. D) None of Above.

k) Is a Secure method for authenticating a request for a service in computer
Network.
A) Firewall. B) Kerberos.
C) Both A and B. D) None of Above.
) What is Internet?
A) Single Network. B) Collection of Different Network.

C) Interconnection of LAN. D) None of Above.
m) To Join the internet, The Computer has to be connected with

A) Internet Architecture board. B) Internet Society.
C) Internet Service Provider. D) None of Above.
n) What is the Full Form of CA?
A) Certificate Authority. B) Certified Authority.
C) Certificate Authentication. D) Certified Authentication.

Attempt any four questions from Q-2 to Q-8

Q-2 Attempt all questions (14)
(A) What is Information Security? Explain the need of Information Security. (07)
(B) Explain Caesar cipher with example. (07)
Q-3 Attempt all questions (14)
(A) Draw and Explain Symmentric Encryption model. (07)
(B) Explain DOS and DDos in detail. (07)
Q-4 Attempt all questions (14)
(A) Write a Short Note: Digital Signature. (07)
(B) Draw and Explain Sniffing and Spoofing in detail. (07)
Q-5 Attempt all questions (14)
(A) What is Virus? Explain Different Types of Virus. (07)
(B) Write a Short Note: Trapdoor and Backdoor. (07)
Q-6 Attempt all questions (14)
(A) Explain Firewall in detail. (07)
(B) Explain Play fair cipher with example. (07)
Q-7 Attempt all questions (14)
(A) Explain Phishing Attack in detail. (07)
(B) What is Biometrics? Explain Fingerprints in detail. (07)
Q-8 Attempt all questions (14)
(A) Explain IDS and SSL in detail. (07)
(B) Explain Piggybacking and Shoulder surfing in detail. (07)
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